TEXHUYECKHUE TPEBOBAHUSA
K 000pyTOBaHHIO MEXCETEBOI0 IKPAHUPOBAHMS

1. O6opyoBaHME MEXKCETEBOIO SKPaHUPOBAHUA [UIsI MPOTPaAaMMHO-TEXHUYECKOM
UHPPACTPYKTYPbI OAO «bMPI» JIOJIKHO BKJIIOYATh
B ceOst:

1.1 4 annapaTHBIX CIeNUATU3HPOBAHHBIX YCTPOHCTB;

1.2 ycrpoiicTBa JOJKHBI O0ecreyuBaTh MOCTPOEHUE OTKAa30yCTOMYMBBIX KJIACTEPOB
(2 kmactepa active/active, active/passive Mo 2 yCTpOICTBa B KaXKIOM);

1.3 YCTPOWCTBA JIOJDKHBI OBITH B UCTIOTHEHUH rack mount 197;

1.4  untepoeiic o6opynoBaHus (YCTPOICTB) T0JIKEH COEPKATh:

1.4.1 ne menee 4 10G Ethernet SFP+ ¢ ycranoBnennsimu moayiasimu SFP+ 10G SR;

1.42 mne menee 8 moproB Gigabit Ethernet RJ45 nans moakirodeHHs 3amiuinaeMbIX
YCTpOMCTB (ceTeil);

1.4.3 xenmaTenbHO HaJIMYKE BBIJEIIEHHOTO HHTEpdelica ynpasieHus (management);

1.5 JIOTIOJTHATEIBHBIN OJTIOK TUTAHUS C BO3MOXKHOCTBIO TOPSTUCH 3aMEHBI,

1.6  mPOM3BOAUTENLHOCTH 00OPYIOBaHUS (YCTPONUCTB) AOKHA UMETh:

1.6.1 mnponyckHyto criocobHocTh Firewall He menee 20 I'0/c;

1.6.2 mponyckHyto ciocooHocTs IPS He menee 2,5 I'6/c;

1.6.3 mnponyckHyto crnocodoHoct Threat Prevention (Firewall, IPS, Antivirus) (s
cMelaHHoro Tpaduka) He MmeHee 1 ['6/c;

1.6.4 MakcuMambHOE KOJIMYECTBO HOBBIX MOJKIIOUEHUN B ceKyHy — He Menee 50 000;

1.6.5 MmakcuManbHOE KOJIMYECTBO KOHKYPEHTHBIX ceccuil He MeHee 1 500 000;

1.7  moaaepx Ky HE MeHee 5 BUPTYaJIbHbBIX YCTPOHCTB (KOHTEKCTOB) B OHOM (PU3UUECKOM;

1.8 MOJJEPKKY pexuma pabotsl Router (NAT)/Transparent;

1.9  moanepxky mpoTokoioB AuHamuueckor mapupytusanuu (OSPF, BGP);

1.10  BcTpoeHHYIO cucTeMy OOHapy KeHHs U npeaoTBpauieHus Bropxkenuit (IPS\IDS);

1.11 BCTpoEHHYIO CUCTEMY AaHTUBUPYCHOTO CKaHUPOBaHUS TpauKa;

1.12 BcTpoeHHOe JoKanabHOE Xpanunuiie i goroB (HDD/ SSD);

1.13 moanepkKy OTIpaBKH JIOTOB Ha Syslog cepsep;

1.14 cpoxk neicTBUs MOJMUCKH (JIMLIEH3UH) Ha yKa3aHHbIN B myHKTax 1.10-1.11 ¢pyHkumnonan
— 1 rox co AHS aKTUBAIMK MOANHUCKH;

1.15 TexHu4eckyo MOMJEPKKY OT IMpousBoauTens (support contract) — 1 rox co 1HS
aKTUBALIUU TOJITUCKH.

2 ["apantus Ha 060pyAOBaHHE JOJDKHA COCTAaBJIATh HE MEHee 3 JeT O JIHS MOCTaBKU
000pyI0BaHHUs C BO3MOKHOCTBIO MPOJIEHUS /10 5 JIET [0 UCTEYEHHIO TaPAaHTUHHOTO CPOKa.

2.1 Bble3n crenuanicToB MOCTaBIIMKAa Ha OOBEKT 3aKa3dMka, OCMOTP, AMArHOCTHKA
HEeTI0JIaJJOK/HeNCIpaBHOCTEH H(MIIM) PEMOHT, a B Cllydae HEBO3MOXKHOCTH WM YKOHOMHYECKOU
HelleJIecoO0pa3HOCTH PEMOHTA 3aMEHa Ha aHAJIOTMYHOe O000pYAOBaHMs, NpU HACTYIJICHUU
rapaHTUHHOTO Cily4asl JOJDKHBI MPOBOJUTHCS 3a CUET MOCTaBUIMKA, B TEUEHUWU BCEro MepHoa,
YKa3aHHOT'O B ITyHKTE 2.

2.2 OOopynoBaHHE [OHDKHO HMMETh pa3pelieHHsl W/WIH CepTU(PUKATHI COOTBETCTBUS
Texnuueckomy pernamenty PecnyOnmku benapyce «Hpopmanmonnsie TexHonoruu. Cpeacrsa
3amuThl nHpopManuu. Muadopmarmonnas 6e3omacaocts» (TP 2013/027/BY mo CTB 34.101.75-
2017 no nyukram 7.2, 7.4, 7.6, 7.8, CTb 34.101.14-2017, CTb 34.101.73-2017 no nynkram 7.2, 7.3,
7.4, 7.5, 7.6, CTb 34.101.8-2006 mo myukram 6.5, 6.6, 6.8.), HEOOXOIUMBIC I IPUMCHCHUS B
UH(QOPMALIMOHHBIX CUCTEMAaX, OTHECEHHBIX K KiaccaM 3-¢ut., 3-1oi., 3-xcm.



TEXHUYECKUE TPEBOBAHUS
K 000pyZOBaHUIO MEKCETEBOTO SKPAHUPOBAHUS (ISl TOCTPOCHUS TUHAMUYECKOM aipecaliuin)

1. O6opy10BaHNE MEXKCETEBOT0 SKPAaHUPOBAHUS JJIsl IPOrPaMMHO-TEXHUYECKOMN
uHppacTpykTypsl OAO «BMPL» n1omkHO BKIIOYATH
B ceOst:

1.1 2 anmapaTHBIX CHEeNHAJIN3HPOBAHHBIX YCTPOHCTB;

1.2 YCTPOWCTBA JIOJDKHBI 00€CTIeYNBATh MOCTPOCHUE OTKA30yCTOMYMBOTO KacTepa
(xmacrtep active/active, active/passive U3 2 yCTpOUCTB);

1.3 YCTPOWCTBA JIOJDKHBI OBITH B UCTIOTHEHUH rack mount 197;

1.4  unTepdeiic o0opynoBanus (YCTPOMCTB) TOMKEH COJAEPKATE:

1.4.1 ne menee 4 10G Ethernet SFP+ ¢ ycranoBinennsimu moayisimu SFP+ 10G SR;

1.4.2 ne menee 8 moproB Gigabit Ethernet RJ45 (nomyckaercs ucnons3oBanue SFP
MOJyJIeH) AJIs MOJKIIFOUEHUS 3alIUIAeMbIX YCTPOUCTB (ceTei);

1.4.3 xenaTeabHO HaJMUME BBIJIENIEHHOTO MHTEp(delica ynpasieHus (management);

1.5 JOTIOJTHUTEIBHBIN OJIOK TUTAHUS C BOBMOYKHOCTBIO TOpSUEH 3aMEHBI,

1.6  TPOM3BOAUTENBHOCTH O0OPYAOBaHUS (YCTPOHCTB) AOJKHA UMETh:

1.6.1 mnponycknyto criocooHocTs Firewall e menee 30 I'6/c;

1.6.2 mponycknyto ciocooHocts IPS He menee 3,5 ['6/c;

1.6.3 mnpomycknyto criocooHocTs Threat Prevention (Firewall, IPS, Antivirus) (ms
cMellaHHoro Tpaduka) He MeHee 3,5 1'6/c;

1.6.4 MakcuManbHOE KOJIMYECTBO HOBBIX MOJKIIOUEHUN B ceKyHay — He MeHee 120 000;

1.6.5 wMmakcumanbHOE KOJIMYECTBO KOHKYPEHTHBIX ceccuil He meHee 8 000 000;

1.7 noJIepKKy He MeHee 10 BUpTyalbHbIX YCTPOMCTB (KOHTEKCTOB) B OJHOM
¢buznyeckom;

1.8  moamepxky pexuma padotsl Router (NAT)/Transparent;

1.9  momaep)kky mpoTokosioB quHamudeckoit mapupytuzanuu (OSPF, BGP);

1.10  BcTpoeHHYIO cucTeMy OOHapysKeHus U npenorepaiieHus srop;xxkenuit (IPS\IDS);

1.11  BCTpPOEHHYIO CUCTEMY aHTUBHUPYCHOI'O CKAHUPOBAHUs TpapuKa;

1.12  URL-¢unsrpanuro, 6a3sl BpenonocHeix URL, IP Botnet-cereit, mopdonornyeckue
6a3bl, MO/1yJIb OJIOKMPOBKH PEKIIAMBI;

1.13  BcTpoeHHOe JIoKanbHOE Xpanumuiie ajs jJoroB (HDD/ SSD);

1.14 monmepxKy OTIpaBKH JIOTOB Ha Syslog cepsep;

1.15 cpok aeicTBUs MOANUCKH (JULIEH3UH) HA YKa3aHHBIN B myHkTax 1.10-1.12
¢byHKIMOHAN — 1 TOA CO JHS aKTUBALIUM MTOIUCKHY;

1.16 TexHuYeCcKyI0 MOAJEPKKY OT Mpou3BoauTENs (support contract) — 1 roj co aHs
aKTUBAIMH MOIHCKH.

2 IapanTtus Ha 000pyIOBaHKE JIOJDKHA COCTABIISITh HE MEHEe 3 JIET CO JTHS IMOCTaBKH
000pYyI0BaHUS C BOZMOYKHOCTBIO IIPOITICHUS
J10 5 JIeT 10 UCTEYEHUIO FapAHTUITHOTO CPOKA.

2.1  Bpble3a cnenuaaicToB MOCTABIIMKA Ha OOBEKT 3aKa34urKa, OCMOTp, JUArHOCTHKA
HETI0JIaJJOK/HeUCIPaBHOCTEH H(WIJIN) PEMOHT,

a B cIy4yae HEBO3MOXXHOCTH WJIM SKOHOMHUYECKON Hellelaecoo0pa3HOCTH pEMOHTA 3aMEeHa Ha
aHAJIOTMYHOE 000PYAOBAHUS, IPU HACTYIJIEHUU TapAaHTUHHOTO CTyyasi JOKHBI IPOBOJIUTHCS 32
CYET MOCTABIIUKA, B TCYEHUH BCETO NEpUO/a, YKa3aHHOTO B ITyHKTE 2.

2.2 O06opynoBaHHE JODKHO UMETh pa3pellieHus W/ N CepTH(PHUKATH COOTBETCTBHUS
Texnuueckomy pernamenty Pecny6nuku benapyce «MHpopmanonssie TexHosnoruu. Cpeacraa
3anuThl nHpopmarmu. Madopmanuonnas 6ezomacnoctsy (TP 2013/027/BY mo CTh 34.101.75-
2017
no nyHkram 7.2, 7.4, 7.6, 7.8, CTb 34.101.14-2017, CTb 34.101.73-2017 o nynkram 7.2, 7.3, 7.4,
7.5,7.6, CThb 34.101.8-2006 no mynkTam 6.5, 6.6, 6.8.), HeoOX0IUMBIE [Tl IPUMEHEHHUSI B
MH(QOPMALMOHHBIX CHCTEMAaX, OTHECEHHBIX K Kiaccam 3-¢ut., 3-1oi., 3-xcm.



